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CHI THI
Vé cong tac dam bao an ninh va an toan thong tin mang trong cic co quan,
t6 chirc, doanh nghi€p nha nwéc trén dia ban tinh Kién Giang

Thoi gian qua, tinh hinh an ninh va an toan thong tin mang ¢6 nhidu dién
bién phirc tap, tac dong, anh hudng tidu cye dén an ninh qudc gia, trat tu an toan xa
hoi. Theo Trung tdm tng ctru khén cap may tinh Vi¢t Nam (VNCERT) — Bo
Thong tin va Truyen thong, tinh dén hét thang 11 ndm 2015 dé& ghi nhan hon
27.000 su ¢ tén cong mang, trong d6 207 cong/trang thong tin dién tr cta céc co
quan nha nudc bj tin cong nham thay ddi giao dién, cai ma doc hodc danh cip
thong tin. Mic du, Chinh pht va Uy ban nhan dén tinh da chi dao, huéng din thuc
hién nhiu bién phdp dem lai sy chuyén bién tich cuc trong cdng tac dam bao an
ninh, an toan thong tin mang. Tuy nhién, trudc nhung y€u cu ngay cang cao cling
nhu nguy co bi tdn cong mang ngay cang 1én thi viéc trién khai cac bién phap dam
bao an ninh, an toan thong tin van con nhiéu han ché. Pa sb co quan nha nuac, t6
chirc va doanh nghi€p nha nudc trén dia ban tinh chwa xéy dung giai phap tong thé
vé bao mét, so hé trong quan ly thong tin ndi by, bi mat nha nude, chua nhén thic
day ¢ tAm quan trong ctia cong téc ddm bao an ninh, an toan théng tin mang.

Dé ting cudng cong tac dam bao an ninh, an toan thong tin mang trong thoi
gian t¢i, Chu tich Uy ban nhan dén tinh yéu cdu Gidm dbc (Thu trudng) cac so,
ban, nganh tinh, Cha tich Uy ban nhdn dan cdc huyén, thi xd, thanh phé, Giam doc
(Thu truéng) cac don vi sy nghiép, t6 chirc, doanh nghiép nha nude thuc hién tdt
mot sO ndi dung sau:

1. Phé bién quan triét thyc hién nghiém tac Chi thi s 28-CT/TW ngay 16
thang 9 nim 2013 ctia Ban Bi thu vé “Tang cudng cong tic bao ddm an toan théng
tin mang”; Chi thi s6 15/CT-TTg ngay 17 thang 6 nim 2014 cta Tha tuéng Chinh
phu vé ting cudng cong tac dam bao an ninh va an toan thong tin mang trong tinh
hinh méi; Quyet dinh s6 1760/QD-UBND ngay 20 thang 8 nam 2015 cua UBND
tinh Kién Giang vé viéc ban hanh quy ché dam bdo an toan thong tin trong hoat
dong mg dung cong ngh¢ thong tin ciia co quan Nha nudc tinh Kién Giang;

2. Tuyén truyén nang cao nhan thirc cong tac bao dam an ninh, an toan thong
tin mang, chu trong cac giai phap tuyén truyén, gido duc chinh tri, tu tuorng, bdi
dudng kién thitc vé an ninh va an toan mang cho cdn bg, cong chirc, vién chiic,
nhét 1a nhitng nguodi cong tdc & cac b phan quan trong, soan thao van ban mat;

3. Chu dong trién khai céc giai phap bao dam an ninh va an toan théng tin
mang. Trao ddi cdc vin ban, tai liéu cta co quan (ké ca vin ban tham khao) bt
budc phai st dung trén phdn mém quén 1y vin ban, hé théng thw dién tir chinh thic
cia tinh hodc cia nganh, khéng st dung hé théng email cong cong (gmail,
yahoo,...), khong st dung dich vu luu trir tryce tuyén (google drive, mediafire,...)
dé luu trit van ban, tai lidu co quan; bd tri méay tinh khong két ndi mang dé soan
thao, luu trit tai lidu mat; thudng xuyén theo doi hoat dong ctia cbng/trang thong




tin dién ti cla cac co quan, don vi dé phat hién va xt ly kip thoi khi ¢6 sy xam
nhép, thay doi thong tin.

4. Tao diéu kién cho can bo phy trach cong nghé thong tin cta co quan, don
vi duge dao tao, tdp huén nhim nang cao kién thirc nghiép vu, trinh do chuyén
mdn dé quan ly, van hanh, bao ddm an ninh va an toan thong tin cho hé théng
thong tin tai co quan, don vi.

5. Quan tam trong viéc dau tur trang thiét bi, phuong tién dé nang cao ning
luc bdo ddm an toan thong tin. Pinh ky it nhat 01 ndm/lan t6 chirc, ki€m tra, danh
gia an toan thong tin doi vdi h¢ thong mang ndi ba.

6. Phan cdng trach nhiém:

. @) Cac co quan, don vi va doanh nghi¢p nha nudc trong pham vi nhiém vy,
quyén han ctia minh c¢6 trdch nhiém

- Khén truong chi dao thuc hién céc giai phdp bao dam an ninh va an toan
thong tin mang phu hgp di€u kién cda don vi minh.

- Phdi hop chit ché véi co quan Cong an trong cdng tac phong ngira, ddu
tra‘nh, ngdn chin cac hoat dong xd4m pham an ninh, an toan thong tin mang. Tao
dicu kién thuén lgi cho céc co quan chirc ndng tham gia khac phuc sy ¢6 va thuc
hién diing theo huc’mg dan.

- Khi ¢6 su ¢ hoiic nguy co mét an toan thong tin phai kip thoi ap dung moi
bién phép dé khac phuc, han ché thiét hai va bao cdo ngay cho co quan cap trén
quan Iy truc tiép va S& Thong tin va Truyén thong dé dugc hudng din, hd trg, phéi
hop xtt ly.

- Phéi hop véi doan kiém tra dé trién khai cdng tac kiém tra khic phuc sy ¢b
dién ra nhanh chong va dat hiéu qud; dong thoi cung cap day du cédc thong tin khi
doan kiém tra yéu cau.

- Xay dung va ban hanh quy ché dam bao an toan cho hé thdng thong tin cia
don vi minh quan ly theo Quyét dinh s6 1760/QD-UBND ngay 20 thang 8 nim
2015 ctia UBND tinh Kién Giang.

b) S& Thong tin va Truyén thong

- Chu tri, phéi hop véi céc sé, ban, nganh chirc ning, co quan bao, dai trén
dia ban tin‘h, Uy ban nhan dén cédc huyén, thi x&, thanh pho tdng cudng cong tac
tuyén truyen, gido duc chinh trj, tw tudng cho can by dang vién, cong nhén vién
chirc va nhan dén vé tAm quan trong cuia cong tac dam bdo an ninh, an toan thong
tin trén mdi trudng mang. T chue tbt viée tuyén truyén, pho bién vin ban ctia Nha
nuée vé cong tac dam bao an ninh, an toan thong tin trén méi trudng mang.

- Chu tri, phdi hop céc nganh, dia phuong lién quan ting cudng cdng tac
thanh tra, kiém tra va @& xuit xtr Iy nghiém cac hanh vi vi pham ctia ¢4 nhan, t6
chirc v& an ninh, an toan thdng tin trén moi trudng mang; quan Iy va gidm sat an
ninh, an toan théng tin trén moi tredng mang tai cac don vi.

- Phéi hop véi céc sd, ban nganh, Uy ban nhan dan céc huyén, thi x4, thanh
phé quan 1y t6t mang nodi bo (LAN) tai cic don vi, mang dién rong (WAN) cta
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tinh, mang truyén s:é liéu chuyén dung trong cdc co quan Pang, Nha nudc, céc
doanh nghiép, cac to chtrc.

- Chu dong tham muu Uy ban nhén dan tinh t chic dao tao, tap huan vé an
ninh, an toan thong tin mang; dau tr nang cip cac thiét bi, phin mém cn thiét dé
phong chdng tin cong mang, dam bao an ninh, an toan thong tin mang.

- Xay dung khung quy ché miu vé dam bao an toan cho hé thong théng tin
dé cac don vi tham khao theo Quyét dinh sé 1760/QB-UBND ngay 20 thang 8 ndm
2015 ctia UBND tinh Kién Giang.

- Tham muu, d& xuit Uy ban nhén déan tinh thanh 1ap DBoi ung ciru khan cip
swr ¢ may tinh dé chu dong tng phé véi cac hoat dong tin céng mang.

- Tham muu Uy ban nhan dan tinh trién khai tmg dung chir ky s trén vin
ban dién tir nhdm nang cao mirc d§ an toan va bao mat trong cac giao dich dién tu
gilta cac co quan nha nude trén moi trudong mang mdy tinh;

- Tuy theo muc dd sy ¢, phdi hop Trung tdm Ung ctru khdn cdp may tinh
Viét Nam (VNCERT) va cdc don vi ¢6 lién quan hudng dan xir ly, itng clru céc su
cd mat an ninh, an toan thdng tin mang.

- Binh ky hang nim béo cédo Uy ban nhén dan tinh vé tinh hinh an ninh, an
toan thong tin mang trén dia ban tinh.

c¢) Cong an tinh

- Phéi hop véi S& Thong tin va Truyén thong giam sat, danh gid thyc trang
an ninh, an toan thong tin cic cép, cic nganh, dia phuong, cac td chirc, doanh
nghi€p nha nudc trén dia ban tinh.

- Chu dong x4y dung ké hoach phong ngira, theo d&i danh gi4 tinh hinh an
ninh, an toan thong tin mang; diéu tra lam 3, xur ly nghi€ém minh theo quy dinh cta
phap ludt cic hoat dong loi dung thong tin, truyén thong, mang internet de tdn cong
mang, phat tan vi rat, 1am 16 bi mat nha nudc, xAm pham dén an ninh qudc gia, trat
tu an toan xa hoi.

- P& xuit ting cudng dau tu, trang bi phuong tién dic thi cho nganh
Cong an d€ nang cao ndng lyc bdo ddm an ninh va an toan thdng tin mang, da
kha ndng phong ngtra, phat hi¢n, ngén chidn hoat dong gdy mat an ninh, an toan
thong tin mang.

d) Dai Phét thanh va Truyén hinh Kién Giang, Béo Kién Giang

Phéi hop v6i S& Thong tin va Truyén thong t6 chire tuyén truyén, phd bién
ndi dung Chi thi nay va cac qui dinh quan ly nha nudc v€ cong tic bdo dam an
ninh, an toan théng tin trén moi trudng mang.

d) Céc doanh nghiép cung cép dich vu mang internet

Cha dong phdi hop vai S¢ Thong tin va Truyén théng d4m bao an ninh, an
toan thong tin mang doi voi ha tang két noi internet; phoi hgp véi cac don vi lién
quan kiém tra, phat hién doi twong vi pham an ninh, an toan thdng tin trén moi
truong mang.
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Gidm d6c (Thu truéng) céc so, ban nganh, doan thé, don vi, doanh nghiép
nha nuéce va Chu tich ﬁy ban nhén din cac huyén, thi x4, thanh phé ¢6 trach nhi¢ém
t6 chirc, chi dao thure hién nghiém tic Chi thi nay.

Trong qué trinh thyc hién c6 kho khan vudéng mic, cac don vi thdng béo kip
thdi v& S&Théng tin va Truyén thong, Cong an tinh, dé bao cédo Uy ban nhén dan
tinh xem x&t, giai quyét.Ngs

Noi nhgn: ‘ KT. CHU TICH
- B§ Théng tin va Truyén thong; . 5
- TT. Tinh y; TT. HDND tinh; 13\1:10 CHU TICH

- CT, c4c PCT UBND tinh;

- Céc s0, ban nganh, doan thé cép tinh;
- UBND c4c huyén, thi x3, thanh phd;
- Cac DNNN trén dia ban tinh;

- BCD CNTT tinh;

-LDVP, P. VHXH;

- Luu: VT, Ittram (01b).
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